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Amendments to the Claims : 

The following listing of claims will replace all prior versions, and listings, of claims in 
the application: 

1 . (Currently Amended) A distribution information management system having a 
structur e comprising system, comprising: 

a data carrier attached to an article for storing the that stores information ef 
relative to the article, the data carrier being an electronic tag; 

a distribution information processing module for r e ading/storing th e 
information from/in that reads information from and stores information to the data carrier, 
and 

a distribution information management module that the distribution 
information processing module communicates with via first and second communication parts, 
the distribution information management module f e^managing the-information relative to 
distribution of the article, 

the distribution information processing module comprising: 

a reading part that reads out the data -information of the data carrier; 

a storing part that stores the information in the data carrier; 

a first information verification unit that verifies the information read out from 
the data carrier; 

an information generating unit that processes the information to be stored in 
the data carrier, wherein the information includes at least a signer identifier that is a receiver 
identifier of last information stored in the data carrier; and 

a first communication part that communicates with the distribution information 
management module, 

the first information verification unit comprising: 
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a first information verification part that verifies the information read out from 
the data carrier by a verification key; and 

a first verification key storage part that stores the verification key used by the 
first information verification part for verification of the information, and 

the information generating unit comprising: 

a distribution information generating part that generates the information to be 
stored in the data carrier; 

a signature module that performs signature generating process; 

a signature key information storage part that stores the signature key 
information used by the signature module for generating a digital signature; 

a signature key information selection part that selects a signature key 
information stored in the signature key storage part; and 

a signature key information acquisition part that acquires the signature key 
information from the distribution information management module, 

the signature module comprising: 

a signature part that generates the digital signature for the information 
generated by the distribution information generating part; 

a first signer private information storage part that stores signer private 
information used by the signature part for generating the digital signature; and 

a signature key use limit information storage part that stores a signer key use 
limit information to indicate whether the signature key information is already used, and 

the distribution information management module comprising: 

a second communication part that communicates with the distribution 
information processing module; 
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a second information verification unit that processes the information received 
from the distribution information processing module; and 

a signature key information generating unit that processes the signature key 
information to be sent to the distribution information processing module; 

the second information verification unit comprising: 

a second information verification part that verifies the information received 
from the distribution information processing module; and 

a second verification key storage part that stores the verification key used by 
the second information verification part for verification of the information, 

the signature key information generating unit comprising: 

a signature key information generating part that generates a signature key 
information used by the distribution information processing module for generating a 
distribution information; 

a signature key storage part that stores the signature key used by the signature 
key information generating part for generating signature key information; 

a signer private information selection part that selects signer private 
information used by the signature key information generating part for generating signature 
key information; and 

a second signer private information storage part that stores the signer private 

information. 

2. (Original) The distribution information management system according to 
claim 1, wherein the signature module is detachable from the distribution information 
processing module. 

3. (Original) The distribution information management system according to 
claim 1 , wherein the signature module is tamperproof. 
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4. (Previously Presented) The distribution information management system 
according to claim 1 , wherein the information generating unit has a signature key use limit 
information storage part that limits a specified number of times for signatures performed 
using the signature key, the signature key information selection part does not select signature 
key information used more than a specified number of times for signature. 

5. (Original) The distribution information management system according to 
claim 1, wherein the signature key use limit information storage part is disposed in the 
signature module. 

6. (Currently Amended) The distribution information management system 
according to claim 1, whoroin the distribution information processing modul e comprises: 
module, further comprising: 

an information verification module; and 

an information generating module, 

the information verification module comprises: 

a first reading part that reads the date- information of the data carrier, and 
a first information verification unit that processes the information read out 
from the data carrier, 

the information generating module comprises: 

a second reading part that read the datar information of the data carrier; 
a storing part that stores the information in the data carrier; and 
an information generating unit that processes the information to be stored in 
the data carrier. 

7. (Currently Amended) The distribution information management system 
according to claim 1 , wh e rein 
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the distribution information management module comprises: module, further 

comprising: 

a second information verification module; and 

a signature key information generating module, and 

the second information verification module comprises: 

a distribution information verification unit; and 

a second communication part, and 

the signature key information generating module comprises: 
a signature key generating part; and 
a third communication part. 

8. (Original) The distribution information management system according to 
claim 1, wherein the verification key stored in the first verification key storage part and the 
second verification key storage part is common for all the distribution information processing 
modules and distribution information management modules. 

9. (Previously Presented) The distribution information management system 
according to claim 1 , wherein the first information verification part and the second 
information verification part perform using the same processing method. 

10. (Original) The distribution information management system according to 
claim 1 , wherein the first information verification unit has a first verification key selection 
part that selects the verification key used by the first information verification part. 

1 1 . (Original) The distribution information management system according to 
claim 9, wherein the second information verification unit has a second verification key 
selecting part that selects the verification key used by the second information verification 
part. 
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12. (Original) The distribution information management system according to 
claim 1 , wherein the signature key information generating unit has a signature key selection 
part that selects a signature key. 

13. (Previously Presented) The distribution information management system 
according to claim 1 , wherein the information stored in the data carrier further comprises at 
least a product identifier, an identifier of a receiver at a destination of the article and a 
signature value, and which information is stored as one unit. 

14. (Original) The distribution information management system according to 
claim 13, wherein the information stored in the data carrier contains at least a verification key 
identifier, and which information is stored as one unit. 

15. (Original) The distribution information management system according to 
claim 11, wherein the information stored in the data carrier contains at least a distribution 
information management module identifier, and which information is stored as one unit. 

16. (Previously Presented) The distribution information management system 
according to claim 1 , wherein the information stored in the data carrier as one unit includes at 
least a product identifier, and identifier of a receiver at a destination of the article and a 
signature value separately from the information for unit. 

17. (Previously Presented) The distribution information management system 
according to claim 1, wherein the information stored in the data carrier further contains at 
least a product identifier, an identifier of a receiver at a destination of the article and a 
verification key identifier and which information is stored as one unit, and the information , 
has a signature value corresponding to the verification key identifier for each verification 
identifier. 

18. (Currently Amended) A data carrier attached to an article for storing that 
stores information e£ relative to the article article, wherein 
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the data carrier is an electronic tag that stor e s: 

stores at least distribution information of the article generated for each one or 

one set of transaction in the distribution process of the article, and 

wh e r e in the distribution information includes at least a signer identifier that is 
a receiver identifier of last distribution information stored in the data carrier; 

at least a part of signature value of at least part of a piece of the distribution 

information or at least part of each of serial pieces of the distribution information; and 

a signer key use limit information to indicate whether the signature key 

information is already used. 

19. (Previously Presented) The data carrier according to claim 18, wherein the 
distribution information of the article contains an identifier of the article, an identifier of the 
receiver who received the article, and an identifier of the signer who generates the signature 
value. 

20. (Currently Amended) A distribution information processing modulo that 
roads/stor e s tho information out/in a data carri e r attach e d to an article for storing the 
information relative to th e article and communicat e s th e information with a distribution 
information management modul e for managing th e information r e lative to distribution of th e 
article to process tho information relativ e to th e articl e , 

the distribution information proc e ssing modul e module, comprising: 

a reading part that reads out th e data information of the-a dat a carri e r; carrier, 
the data carrier being an electronic tag attached to an article that stores information relative to 
the article; 

a storing part that stores the-information in the data carrier; 
a first information verification unit that verifies the information read out from 
the data carrier; 

-8- 



Application No. 09/454,865 

an information generating unit that processes the information to be stored in 
the data carrier, wherein the information includes at least a signer identifier that is a receiver 
identifier of last information stored in the data carrier; and 

a fest<:ommunication part that communicates with the-a^distribution 
information management modul e , module information relative to the article processed by the 
distributed information processing module for the distribution information management 
module to manage information relative to distribution of the article, 

the first information verification unit comprising: 

a first information verification part that verifies the information read out from 
the data carrier by a verification key; and 

a first verification key storage part that stores the verification key used by the 
first information verification part for verification of the information, and 

the information generating unit comprising: 

a distribution information generating part that generates the information to be 
stored in the data carrier; 

a signature module that performs signature generating process; 

a signature key storage part that stores the signature key information used by 
the signature module for generating a digital signature; 

a signature key information selection part that selects signature key 
information stored in the signature key storage part; and 

a signature key information acquisition part that acquires the signature key 
information from the distribution information management module, 

the signature module comprising: 

a signature part that generates the digital signature for the information 
generated by the distribution information generating part; 
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a first signer private information storage part that stores signer private 
information used by the signature part for generating the digital signature; and 

a signature key use limit information storage part that stores a signer key use 
limit information to indicate whether the signature key information is already used. 

2 1 . (Currently Amended) A distribution information management modul e that 
r e ads/stores th e information out/in a data carri e r attached to an article for storing th e 
information relativ e to the articl e and communicates th e information with a distribution 
information processing module for proc e ssing th e information r e lativ e to distribution of th e 
articl e to manage the information relativ e to th e article, 

th e distribution information managem e nt modul e module, comprising: 

a communication part that communicates with the-a^distribution information 
processing modul e ; to receive information of a data carrier, the data carrier being an 
electronic tag attached to an article that stores information relative to the article, the 
information being communicated from the distribution information processing module that 
processes the information of the data carrier, the information being usable by the distribution 
information management module to manage information relative to the distribution of the 
article, 

an information verification unit that processes the information received from 
the distribution information processing module; and 

a signature key information generating unit that processes the signature key 
information to be sent to the distribution information processing module responsive to a 
signer key use limit information indicating that the signature key information is not already 
used, 

the information verification unit comprising: 
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an information verification part that verifies the information received from the 
distribution information processing module; and 

a verification key storage part that stores the verification key used by the 
information verification part for verification of the information, 

the signature key information generating unit comprising: 

a signature key information generating part that generates signature key 
information used by the distribution information processing module for generating 
distribution information, wherein the distribution information includes at least a signer 
identifier that is a receiver identifier of last distribution information stored in the data carrier; 

a signature key storage part that stores the signature key used by the signature 
key information generating part for generating signature key information; 

a signer private information selection part that selects signer private 
information used by the signature key information generating part for generating signature 
key information; and 

a signer private information storage part that stores the signer private 

information. 

22. (Currently Amended) A distribution information processing method by us e of 
a data carri e r attached to an article for storing the information r e lativ e to th e articl e , a 
distribution information processing modulo for reading/storing th e information from/in th e 
data carrier, and a distribution information management module for managing th e information 
relates to the distribution of th e article, wherein 

the distribution information processing method compris e s: method, 

comprising: 
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a reading step for reading out th e data information of the-a data carri e r; carrier, 
the data carrier being an electronic tag attached to an article that stores information relative to 
the article; 

a storing step for storing the-information in the data carrier; 
a first information verification step for verifying the information read out from 
the data carrier; 

an information generating step for processing the information to be stored in 
the data carrier; and 

a first communication communicating step for communicating with the-a 
distribution information management module, 

the first information verification step comprises: 

a first information verification sub-step for verifying the information read out 
from the data carrier; and 

a first verification key storage sub-step for storing the verification key used in 
the first information verification sub-step for verification of the information, and 

the information generating step comprises: 

a distribution information generating sub-step for generating the information to 
be stored in the data carrier, wherein the information includes at least a signer identifier that is 
a receiver identifier of last information stored in the data carrier, 

a signature sub-step for performing signature generating process; 

a signature key storage step for storing the signature key information used in 
the signature sub-step for generating a digital signature; 

a signature key information selection step for selecting a signature key 
information stored in the signature key storage sub-step; and 
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a signature key information acquisition sub-step for acquiring the signature key 
information from the distribution information management module, 
the signature sub-step comprises: 

a signature micro-step for generating the digital signature for the information 
generated by the distribution information generating module; 

a first signer private information storage micro-step for storing a signer private 
information used in the signature micro-step for generating the digital signature; and 

a signature key use limit information checking micro-step for checking a signer 
key use limit information to indicate whether the signature key information is already used. 

23. (Currently Amended) A distribution information management method by us e 
of a data carri e r attached to an articl e for storing the information r e lative to the article, a 
distribution information processing modul e for r e ading/storing the information from/in th e 
data carrier, and a distribution information managem e nt modul e for managing the information 
r e lative to the distribution of th e article, wherein 

th fl distribution information manag e m e nt m e thod compris e s: method, 

comprising: 

a communication step for communicating with th e information on a data 
carrier, which is an electronic tag attached to an article that information relative to the article, 
via a distribution information processing module; 

an information verification step for processing the information received from 
the distribution information processing module; and 

a signature key information generating step for processing the signature key 
information to be sent to the distribution information processing module, 

the information verification step comprises: 
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an information verification sub-step for verifying the information received 
from the distribution information processing module; and 

a verification key storage sub-step for storing the verification key used in the 
information verification sub-step for verification of the information, 

the signature key information generating step comprises: 

a signature key information generating sub-step for generating a signature key 
information used by the distribution information processing module for generating a 
distribution information in response to a signer key use limit information indicating that the 
signature key information is not already used, wherein the distribution information includes at 
least a signer identifier that is a receiver identifier of last distribution information stored in the 
data carrier, 

a signature key storage sub-step for storing the signature key used in the 
signature key information generating sub-step for generating signature key information; 

a signer private information selection sub-step for selecting a signer private 
information used in the signature key information generating sub-step for generating signature 
key information; and 

a signer private information storage sub-step for storing the signer private 

information. 

24. (Currently Amended) A computer program product for distribution 
information proc e ssing u se d for managing the distribution information by use of a data carri e r 
attach e d to an articl e for storing th e information r e lative to the article, a distribution 
information proc e ssing modulo for r e ading/storing the information from/in th e data carri e r, 
and a distribution information managem e nt module for managing th e information r e lativ e to 
th e distribution of th e articl e , processing, wherein 
a computer executes a process comprising: 
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a reading step for reading out the data information of the-a dat a carri e r; carrier, 
the data carrier being an electronic tag attached to an article that stores information relative to 
the article, 

a storing step for storing the-information in the data carrier; 
a first information verification step for verifying the information read out from 
the data carrier; 

an information generating step for processing the information to be stored in 
the data carrier; and 

a first communication communicating step for communicating with the-a 
distribution information management module, 

the first information verification step comprises: 

a first information verification sub-step for verifying the information read out 
from the data carrier; and 

a first verification key storage sub-step for storing the verification key used in 
the first information verification sub-step for verification of the information, and 

the information generating step comprises: 

a distribution information generating sub-step for generating the information to 
be stored in the data carrier, wherein the information includes at least a signer identifier that is 
a receiver identifier of last information stored in the data carrier; 

a signature sub-step for performing signature generating process; 

a signature key storage step for storing the signature key information used in 
the signature sub-step for generating a digital signature; 

a signature key information selection step for selecting a signature key 
information stored in the signature key storage sub-step; and 
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a signature key information acquisition sub-step for acquiring the signature key 
information from the distribution information management module, 
the signature sub-step comprises: 

a signature micro-step for generating the digital signature for the information 
generated by the distribution information generating module in response to a signer key use 
limit information indicating that the signature key information is not already used; and 

a first signer private information storage micro-step for storing signer private 
information used in the signature micro-step for generating the digital signature. 

25. (Currently Amended) A computer program product for distribution 
information managem e nt us e d for managing th e distribution information by use of a data 
carrier attached to an articl e for storing th e information r e lativ e to th e article, a distribution 
information proc e ssing modul e for r e ading/storing the information from/in the data carrier, 
and a distribution information manag e ment modul e for managing the information relativ e to 
the distribution of th e articl e , management, wherein 
a computer executes a process comprising: 

a communication step for communicating with the-a_distribution information 
processing module; module to receive information read out from a data carrier, the data 
carrier being an electronic tag attached to an article that stores information relative to the 
article, 

an information verification step for processing the information received from 
the distribution information processing module; and 

a signature key information generating step for processing the signature key 
information to be sent to the distribution information processing module, 

the information verification step comprises: 
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an information verification sub-step for verifying the information received 
from the distribution information processing module; and 

a verification key storage sub-step for storing the verification key used in the 
information verification sub-step for verification of the information, 

the signature key information generating step comprises: 

a signature key information generating sub-step for generating signature key 
information used by the distribution information processing module for generating 
distribution information in response to a signer key use limit information indicating that the 
signature key information is not already used, wherein the distribution information includes at 
least a signer identifier that is a receiver identifier of last distribution information stored in the 
data carrier; 

a signature key storage sub-step for storing the signature key used in the 
signature key information generating sub-step for generating signature key information; 

a signer private information selection sub-step for selecting a signer private 
information used by the signature key information generating part for generating a signature 
key information; and 

a signer private information storage sub-step for storing the signer private 

information. 

26. (Currently Amended) A distribution information management system having 
the structur e comprising a data carrier attached to an articl e for storing the information of the 
articl e , a distribution information processing modul e for reading/storing the information 
from/in the data carri e r, and a distribution information management modulo for managing the 
information r e lativ e to distribution of th e articl e , 

module, the distribution information processing module comprising: 
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a reading part that reads out th e data information of the-a^dat a carri e r; carrier, 
the data carrier being an electronic taR attached to an article that stores information relative to 
the article, 

a storing part that stores the-information in the data carrier; 
a first information verification unit that verifies the information read out from 
the data carrier; 

an information generating unit that processes the information to be stored in 
the data carrier; and 

a first communication part that communicates with the distribution information 
management module, 

the first information verification unit comprising: 

an information verification part that verifies the information read out from the 
data carrier by a verification key; and 

a verification key storage part that stores the verification key used by the first 
information verification part for verification of the information, and 

the information generating unit comprising: 

a distribution information generating part that generates the information to be 
stored in the data carrier, wherein the information includes at least a signer identifier that is a 
receiver identifier of last information stored in the data carrier; 

a signature module that performs signature generating process; 

a signature key storage part that stores the signature key information used by 
the signature module for generating a digital signature; 

a signature key information selection part that selects signature key 
information stored in the signature key storage part; and 
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a signature key information acquisition part that acquires the signature key 
information from the distribution information management module, 
the signature module comprising: 

a signature part that generates the digital signature for the information 
generated by the distribution information generating part; 

a first signer private information storage part that stores a signer private 
information used by the signature part for generating the digital signature; and 

a signature key use limit information storage part that stores a signer key use 
limit information to indicate whether the signature key information is already used, and 

the distribution information management module comprising: 

a second communication part that communicates with the distribution 
information processing module; and 

a signature key information generating unit that processes the signature key 
information to be sent to the distribution information processing module, 

the signature key information generating unit comprising: 

a signature key information generating part that generates signature key 
information used by the distribution information processing module for generating 
distribution information; 

a signature key storage part that stores the signature key used by the signature 
key information generating part for generating signature key information; 

a signer private information selection part that selects a signer private 
information used by the signature key information generating part for generating signature 
key information; and 

a second signer private information storage part that stores the signer private 

information. 
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27. (Currently Amended) A distribution information management system having 
the structure comprising a data carri e r attach e d to an article for storing the information of th e 
articl e , a distribution information proc e ssing module for reading/storing th e information 
from/in the data carrier, and a distribution information managem e nt module for managing th e 
information relative to distribution of th e articl e , 

module, the distribution information processing module comprising; 

comprising: 

a storing part that stores the-information in the data carrier; carrier, the data 
carrier being an electronic tag attached to an article that stores information relative to the 
article, 

an information generating unit that processes the information to be stored in 
the data carrier; and 

a first communication part that communicates with the distribution information 
management module, and 

the information generating unit comprising: 

a distribution information generating part that generates the information to be 
stored in the data carrier, wherein the information includes at least a signer identifier that is a 
receiver identifier of last information stored in the data carrier; 

a signature module that performs signature generating process; 

a signature key storage part that stores the signature key information used by 
the signature module for generating a digital signature; 

a signature key information selection part that elects signature key information 
stored in the signature key storage part; and 

a signature key information acquisition part that acquires the signature key 
information from the distribution information management module, 
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the signature module comprising: 

a signature part that generates the digital signature for the information 
generated by the distribution information generating part; 

a first signer private information storage part that stores signer private 
information used by the signature part for generating the digital signature; and 

a signature key use limit information storage part that stores a signer key use 
limit information to indicate whether the signature key information is already used, and 

the distribution information management module comprising: 

a second communication part that communicates with the distribution 
information processing module; 

an information verification unit that processes the information received from 
the distribution information processing module; and 

a signature key information generating unit that processes the signature key 
information to be sent to the distribution information processing module; 

the information verification unit comprising: 

an information verification part that verifies the information received from the 
distribution information processing module; and 

a verification key storage part that stores the verification key used by the 
information verification part for verification of the information, 

the signature key information generating unit comprising: 

a signature key information generating part that generates signature key 
information used by the distribution information processing module for generating 
distribution information; 

a signature key storage part that stores the signature key used by the signature 
key information generating part for generating a signature key information, 
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a signer private information selection part that selects signer private 
information used by the signature key information generating part for generating signature 
key information; and 

a second signer private information storage part that stores the signer private 

information. 
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